St. Anthony’s School Policies & Procedures

Acceptable Use Policy for St. Anthony's School
Revised 2020

Introduction:

This Policy applies to all the school's "Devices”, which means all computers, iPads,
laptops, smart phones, and other IT resources that connect to the school's network.
This Policy applies to staff and students of St. Anthony's School ("the School®).

The School reserves the right to amend this policy from time to time entirely at its
discretion. This Policy should be read carefully to ensure that the content is accepted
and understood.

The aim of this Acceptable Use Policy is to ensure that pupils will benefit from
learning opportunities offered by the school's internet resources in safe and effective
manner. This Policy also aims to establish minimum standards for, and let the students,
parents/guardians know of the school's administration and monitoring of, the schools'’
devices, equipment, and networks.

Internet use and access is considered a school resource and privilege. Therefore, if
our Acceptable Use Policy is not adhered to, this privilege will be withdrawn, and
appropriate sanctions as outlined will be imposed.

School Strategy:

The school will employ several strategies in order to maximise learning opportunities
and reduce risks associated with the Internet. These strategies include, but are not
limited to the following:

General:

v A firewall is used on the school broadband service via NCTE to minimize the risk

of exposure to inappropriate material and to block unsuitable sites

v' Internet usage will always be supervised by a teacher.

v' Filtering systems will be used to minimise the risk of exposure fo inappropriate
material. Websites will be previewed/evaluated by a teacher prior to use by
pupils or in lessons.

The school will regularly monitor pupil's Internet safety and usage history.
Uploading and downloading of non-approved software will not be permitted.
Virus protection software will be used and updated on a regular basis.

The use of personal memory sticks, CD-ROMs or other digital storage media
requires permission and approval by school management.
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v Pupils will be taught to observe good "netiquette” (etiquette on the Internet) at
all times and will not undertake any actions that may bring the school into
disrepute.

v" Pupils are taught about Internet Safety Strategies through the use of the
Stay Safe and Webwise Programmes which are formally taught every second
year. However, teachers will refer to these principles throughout the school
year in every school year.

Use of iPads in school:

iPads have been acquired for school use by pupils and teachers. They are kept in a
secure box in the hub room which is locked. The same rules apply to the use of iPads as
to the use of all other school materials. As iPads connect to the Internet the following
rules apply:

v" Only teachers may download and install apps for use on iPads

v" The iPads are password protected to ensure no pupil may download apps without
authorization. Pupils may not have access o passwords.

v’ Teachers and staff need to monitor use of iPads especially the use of the
camera app and video recording facility and delete non-essential items before
returning iPads to case.

v" iPads should be checked regularly to ensure they are set to safest settings
possible before being used by pupils.

World Wide Web:

Pupils:
v" Pupils will not visit Internet sites that contain obscene, illegal, hateful, or

otherwise objectionable materials.

Pupils will use the Internet for educational purposes only.

Pupils will be familiar with copyright issues relating to online learning.

Pupils will never disclose or publicise personal information.

Pupils will be aware that any usage, including distributing or receiving

information, may be monitored for unusual activity, security, or networking

management reasons.

v" Pupils will not download materials or images that are not relevant to their
studies, such actions will be deemed to be in breach of the school's AUP and may
lead to sanctions.
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School Staff
v’ School staff may not use the Internet for personal use during school hours,
except for break time.
v'School staff are strictly forbidden to access inappropriate material on the
Internet at any fime.
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v'School staff are bound by the Interactive Whiteboard's/Laptops Protocols
2009 reviewed 2014.

E-mail:

v'Pupils will use only approved class or other e-mail accounts under supervision and
with permission from a teacher.

v Pupils will not send or receive material that is illegal, obscene, defamatory or
that is intended to annoy or intimidate another person.

v'Pupils will not reveal their own or other pupils' personal details, such as
addresses, telephone numbers or pictures.

v Pupils will never arrange a face-to-face meeting with someone.

v'Pupils will note that sending and receiving e-mail attachments is subject to
permission from their teacher.

Internet Chat:

v'Students will only have access to chat rooms, discussion forums or other
electronic communication forums that have been approved by the school.

v'Chat rooms, discussion forums and other electronic communication forums will
only be used for educational purposes and will always be supervised.

v'Usernames will be used to avoid disclosure of identity.

v'Face-to-face meetings with someone organised via Internet chat will be
forbidden.
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v

Personal Devices:

v’ Pupils or staff using their own personal electronic devices in school are bound by
the school Mobile Phone Policy as well as the AUP. Leaving a mobile phone
turned on or using it in class, sending nuisance or derogatory text messages or
the unauthorised taking of images with a mobile phone camera is in direct
breach of this policy.

v'Parents are strongly urged to monitor their child's mobile phone usage as the

school cannot accept responsibility for pupils contacting each other out of
school time.
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Legislation:
The school will provide information on the following legislation relating to use of the
Internet which teachers, students and parents should familiarise themselves with:
v'Child Trafficking and Pornography Act 1998
v'1993 Interception Act
v'Video Recordings Act 1989
v The Data Protection Act 1988
v The Data Protection (Amendment) Act 2003

Support Structures:

The school will inform pupils and parents of key support structures and organisations
that deal with illegal material or harmful use of the Internet.

Any courses on Internet Safety that are available locally will be notified to all staff
and parents will be encouraged to attend such courses.

Staff will regularly partake in Continuous Professional Development in relation to the
development of AUPs, internet safety and cyber-bullying.
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Sanctions:
Misuse of the Internet may result in disciplinary action, including written warnings,
withdrawal of access privileges and, in extreme cases, suspension or expulsion.

The school also reserves the right to report any illegal activities to the appropriate
authorities.

Review

This version of Acceptable Use Policy was reviewed in 2011, by the staff and
management and based on guidelines provided by the NCTE [National Centre for
Technology in Education]. It was approved by the BOM at a meeting on 21/3/2011.

This policy was reviewed and updated in January 2014 and approved by BOM at a
meeting on 2" April 2014. It was reviewed during a support visit from PDST Advisor
Lisa Noone with school staff on 27/2/2017 and copies given to all parents and staff
during May 2017 for comment. No comments or amendments were received so it was
brought to BOM for approval and ratification on 11th May 2017during the final term
of school year along with other SPHE policies.

It is envisaged that school staff, Board of Management Representatives and parents
will revise this Policy regularly. This Policy should be read carefully to indicate that
the conditions of use are accepted and understood.

This policy was reviewed in April-May 2020 during the Covid-19 school closure to
ensure Distance Learning could happen safely for our pupils and teachers. It will be
reviewed again once school reopens.

Signed:  Joe Stauntow Date: 12/5/2020
Chairperson
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Internet Use Permission Form
The Board of Management of St. Anthony's School have recently reviewed the
school’'s Acceptable Use Policy (AUP). Please review the attached school AUP, sign
and return this permission form to the Principal. School files will be updated
accordingly, and this form will be kept on file for no longer than is necessary.

School Name: St. Anthony's Special School, Humbert Way, Castlebar.

Name of Pupil(s): Class/Year:

Pupil Agreement (if applicable)

T agree to follow the school's Acceptable Use Policy on the use of the Internet. I will
use the Internet in a responsible way and obey all the rules explained to me by the
school.

Pupil's Signature: Date:

Parent/Guardian

As the parent or legal guardian of the above pupil, T have read the Acceptable Use
Policy and grant permission for my son or daughter or the child in my care to access
the School Internet. I understand that School Internet access is intended for
educational purposes. I also understand that reasonable precautions are being taken
by the school to provide for online safety but the school cannot be held responsible if
pupils access unsuitable websites. It is the responsibility of parents to ensure all pupil
personal privately owned mobile devices/tablets in the pupil's possession in school
would have appropriate parental controls set up prohibiting access to the internet.

I accept the above paragraph. O I do not accept the above paragraph. O
(Please tick as appropriate)

In relation to a school website, I accept that, if the school considers it appropriate,
my child's schoolwork may be chosen for inclusion on the school's website. T
understand and accept the terms of the Acceptable Use Policy relating to publishing
children's work on the school website.

I accept the above paragraph. O I do not accept the above paragraph. O
(Please tick as appropriate)

Signature: Date:

Telephone:




